Secret Net Studio — C. CoBMeCTMMOCTb C APYrMMU NpOorpamMMHbLIMU cpeacTBaMu

CpeactBo 3awmtbl uHopmauum Secret Net Studio - C
CeeneHns 0 COBMECTMMOCTM C APYrMMM NPOrpaMMHbIMMU CpeacTBaMU

[JaHHbIN JOKYMEHT COAEPXUT CBEAEHUSS O COBMECTUMOCTU U ocobeHHocTsax paboTbl C3U Secret Net Studio
— C (panee — C3W Secret Net Studio) sepcum 8.8.15891.00 c¢ ApyrMMM NpoOrpaMMHbIMK CpeacTBaMu npum
COBMECTHOM (PYHKLMOHNPOBAHUN.

lMepBaa rnasa AOKYMeHTa COAEPXUT CBEeAEHWSs O COBMECTMMOCTU C NMpOrpaMMHbIMU CpeacTBaMu, C KOTO-
pbiMKX NpoBOAUIOCb TECTUPOBAHME Ha COBMECTUMOCTb.

BTopas rnaBa AOKYMeHTa COAEpPXWUT cBeAeHust 06 n3BecTHbIX 0Co0beHHOCTAX paboTbl NP COBMECTHOM MC-
nonb3oBaHnum C3UM Secret Net Studio C nNporpaMMHbIMKU CpeacTBaMW, C KOTOPbIMW He MpoBOAUIOCH OT-
AefbHOoe TeCTUpOBaHME Ha COBMECTUMOCTb.
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1. CBepgeHua 0 COBMECTUMOCTH
1.1. Npoayktbl komnauum "Kog 6esonacHocTn”

1.1.1. Secret Net LSP -C

1. OGecneuynBaeTcss BO3MOXHOCTb LIEHTpanM3oBaHHOIO ynpaBrieHnsi ¢ cepBepa GesonacHocTu Secret
Net Studio knmeHTammn Secret Net LSP — C cniefytoLmx BEpCuii:

e 1.11;

e 1.10;

e 1.8.
1.1.2. vGate

2. ObecneuunBaeTcsa coBMecTumocTb ¢ [10 vGate cnegyoLwwmx Bepcui:
e 4.4 (Bknouyaa Hyper-V) — knmeHT Secret Net Studio coBMecTuM C areHToM ayTeHTudukKaumu
vGate, cepBepoM aBTopu3auumn, Hyper-V-areHToMm, vCenter-areHToMm;

e 4.3 (Bkato4as Hyper-V) — knueHT Secret Net Studio COBMECTMM C areHTOM ayTeHTuduKaumu
vGate, cepsepoM aBTopusaumun, Hyper-V-areHtoM, vCenter-areHTom.

3. He nopaepxmBaetcsi pasmelleHne cepeepa 6esonacHocTn Secret Net Studio n cepsepa aBTopusaumm
vGate Ha OQHOM KOMMbIOTEPE. YCTaHaBNMBANTE 3TN KOMMNOHEHTbI Ha Pa3HbIX KOMMbIOTEPaX.

1.1.3. "KoHTUHeHT"

4. Ob6ecneunBaeTcss COBMECTUMOCTb C MpPOrpaMMon ynpaBneHus LeHTpa ynpasneHuss cetbto AlKLL
"KOHTMHEHT" cneyoLmx BEpCu:

e 3.9.2;

e 3.9.1.2732.
5. O6ecneunBaeTcs COBMECTUMOCTb C MeHeaXepoM KoHdurypauun "KoHTUHEHT" crneayoLmx BEpCU:

e 4.1;
o 4.
6. Ob6ecne4ynBaetcsa coBmecTMMOCTb ¢ CK3U "KoHTuHeHT-AlN" cnefytoLmnx Bepcui:

o 4.1;
e 3.7.7 ncnonHenune 1 (Bepcus 3.7.7.651).

1.1.4. "Cob6onp"

7. Ob6ecneuynBaeTcs COBMECTUMOCTb C m3genuem "TlporpammHo-annapartHbiin komnnekc "Cobonb" cre-
OYIOLMX PEenu3os:

o 4.4;

e 4.3 (Bepcusa 4.3.352 koga pacwmpeHunsa UEFI/BIOS);

e 4.2 (Bepcuga 4.2.334 koaa pacwupenuna UEFI/BIOS);

e 3.1 (Bepcuga 3.1.3 Koaa pacwmnpeHunsa BIOS);

e 3.0.9 (Bepcusa 1.0.227 kopa pacwmpeHunsa BIOS).
8. Ecnun ucnonbayeTcs ceTeBOW pexum OyHKLMOHUPOBaHMS knveHTa Secret Net Studio, npy nH1Lmanm-
3auum MNMAK "Cobonb" Ha koMnbloTEpax AOMEHA yYUTbIBAWTE crieayloLimne TpeboBaHusS:

e  1CMNOJIb3YNTE NPU perncrpaumm aaMMHUCTpaTopa OAUH U TOT XE UAEHTUhUKATOp aaMUHUCTpaTopa
(unu ero konuto). Mpu 3ToM Ha NepBOM KOMMbIOTEPE perncTpaums agMMHUCTPaTopa BbIMOJHAETCS
B peXunMe NepBMYHOW PerncTpauLmm, a Ha BCeEX OCTallbHbIX — B PEXMMe MOBTOPHOMN perncrpauuu;

e ansa komnnekcoB "Cobonb" Bepcun 3.0.9 n 3.1 ycTaHOBUTE OAMHAKOBOE 3HAayeHMe napaMeTpa
"Bepcusa kpuntorpaduyeckon cxembl";

e ansa komnnekcoB "Cobonb" Bepcum 4.3 ycTaHOBUTE AN NapaMeTpa "Bepcmss MateMaTMyecKmx

npeobpaszoBaHun" 3HaveHne "1989".

9. Tlocne oOHOBIEHUS KNIMEHTA pacyeT KOHTPOJIbHbIX CYMM B MpOrpaMMHo-annapaTtHoM komnnekce "Co-
Oonb" BLINOMHAETCS NpU BTOPOK Nepesarpyske KoMnbloTepa.
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10. MMpwu nepBon nepesarpy3ke nocne ycraHoBku nnatbl 1 MO MNAK "Cobonb" Bepcum 3.0.9 npouecc KoH-
Tponsi annapaTHOW KOHGUrypauum He obHApPYXUT M3MEHEHMS B annapaTHOM KOHUrypaumm KkoMnbloTepa.
lMocne BTOpON Nepes3arpy3kn yCTponcTeo byneT obHapyKeHo.

11. UeHnTpanusoBaHHble 3agaHusa KL ans MNMAK "Cobonbk" oTobpaxaloTcsi B NOKanbHOM pexume nporpam-
Mbl "KOHTpOmnb nporpaMmm 1 AaHHbIX" faxe B TOM cnyyae, ecnu MNAK He ycTaHOBMNEH Ha KOMMbOTEPe Mnm
paboTtaeT B aBTOHOMHOM peXUME.

12. B aBTOHOMHOM pexume hyHKLMOHMPOBaHuS knneHTa Secret Net Studio ecnv agMuHUCTpaTOp BbINON-
HUT CMEHY naporns JOMEHHOro nonb3oBaTens, 3ToT nonb3oBaTtenb He cMoxeT BonTK B [MAK "Cobonb" no
HoBOMY naponto. [Nonb3osaTento notpebyetca Bontu B NAK "Cobonbk" co cTapbim naponem, 3arpysmTb Cu-
CTEMY N CaMOCTOSITENTbHO CMEHUTL CBOM Naporib.

13. TMpu npeobpasoBaHum xypHana MNMAK "Cobonb" B xypHan Secret Net Studio B 3anucsax o cobbITusix
HapyLLeHMs LLeNOCTHOCTM B HEKOTOPbIX Crydasix OTCYTCTBYIOT MMEHa pecypcoB.

14. B nporpamme "KOHTponb nNporpaMm u OaHHbIX" neped CoXpaHeHWeM IobbiX M3MEHEHUN B 3adaHUsIX
KoHTpons uenoctHocth and MNAK "Cobonb" Heob6x0aAMMo BbINOMHUTL NepepacyeT KOHTPOITbHBIX CYMM.

15. MNocne BknoyeHUsa pexuma coBmecTtHou pabotel B MAK "Cobonb" BbiNonHsaeTcs aBToMatuyeckas
O4YNCTKa COAEPXKMMOrO LLIabnOHOB KOHTPOSS LLeNTIOCTHOCTMW.

16. MMpu nogkniodeHnn Kk paboTtaroemy KomnboTepy aucka SATA B pexnme "ropsayero BknoveHusa" (Hot-
plug) dpopmnposanHue wabnoHos KL, NMAK "Cobonb" ans pasgenoB 3Toro Amcka BO3MOXHO TOMbKO Mocne
nepesarpysku KoMnboTEPA.

17. Mpu cuHxpoHmnsaumm HacTpoek Secret Net Studio n MNMAK "Cobonb" He CMHXPOHM3UPYETCS MpU3HaK
©nokumpoBku nonb3oeatens B OC.

18. B coBmecTHOM pexume c MAK "Cobonb" Bepcumn 3.1 MOXHO ccopMupoBaTh 3adaHWe Ha KOHTPOIb
LLefTOCTHOCTM TONbKO (hannos.

19. KOHTpOsb LEeNOoCTHOCTN PECYPCOB, B MYTW KOTOPbIX MPUCYTCTBYIOT CleunanbHble CUMBOSbI (Hanpuvep,
3HaK "®"), He BbINONHSETCS.

20. [Ons agmuHucTtpaTopa MNMAK "Cobonb" He aeicTByeT pexuM "Maponb B naeHTndmrkaTope”.

21. 3apaHHbIi napameTp "MakcumanbHbIi  CPOK OEWcTBUs napons” He CUHXPOHU3UPYEeTCs C
MAK "Cobonb", Tak kak 3TOT napamMeTp He MCNONb3yeTCH B PEXUME COBMECTHOrO mcnonb3oBaHus MAK u
Secret Net Studio.

22. Yrtobbl npucBouTb Nonb3oBaTento ngeHtudmkatop agmuHuctpatopa MAK "Cobonk", napons nonb3o-
BaTens AOMKeH coBnagaTtb ¢ naponem agmuHuctpatopa MNMAK "Cobornb".

23. B ceteBoM pexume (pyHKUMOHMPOBaHWS knueHTa Secret Net Studio ecnv gomeHHOMY nofb3oBaTento
npuceoeH naeHTndunkatop agmuHuctpaTtopa MNAK "Cobonb" — nonb3oBaTtens MMeeT JOCTYN Ha agMUHU-
cTpupoBaHue Bcex AK "Cobonb" B cucteme (HE3aBMCMMO OT TOrO, KaKMe KOMMbHOTEPbI NEepPEeYnUCrieHbl B
CnucKe OOCTYMHbIX nonsb3oBartento). MNpu 3ToM CMEHUTL CBOW Maporsib MOMb30BaTerNb MOXET TOMbKO Ha TexX
KOMNbIOTEpPax, KOTopble NepeyvncrieHbl B Cnucke (Mpu yCroBUW HanuMums Ha KOMMboTEPE MOAKITIOYEHHOro
MAK "Cobonb").

1.1.5. "KoHTUMHeHT TLS-knueHT"

24. Ob6ecne4nBaeTcsa coBMecTUMOCTb ¢ CKBU "KOHTUHEHT TLS-KnueHT" crnegyoLwmx Bepcui:

e 2.0.1482.0;

1.1.6. Jinn-Client

25. Ob6ecneunBaeTcsa coBmectTumocTb ¢ CK3W Jinn-Client Bepcuii 1.0.3055, 1.0.3050.3.
26. Ecnu B Secret Net Studio BkMoYeH MexaHM3M 3aMKHYTOW NPOrpaMMHON cpefbl, TO COBMecTHas pabo-
Ta ¢ CK3U Jinn-Client obecneunBaeTcs nNpu OTKMIOYEHHOM KOHTPOJIE CKPUMTOB.

1.2. AHTUBMpPYCHbIE CpeACcTBa 3alWMUThbI

1.2.1. Mpopayktbl koMmnaHum "Jlaboparopua Kacnepckoro”

27. ObGecne4vnBaeTcsa coBmecTMMOCTh ¢ "Kaspersky Endpoint Security gnst Windows" cnegyrowmnx Bepcui:

e 11.6;
e 10.3.3.304.
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28. CoemecTHas paboTta ¢ "Kaspersky Endpoint Security gna Windows" Bo3aMoXxHa co criefyowmmMmm orpa-
HUYEHUAMU:

e MNPUIOXEHMe A0MXKHO bbiTb YyCTaHoBNEHO 6e3 Moaynen wudpoBaHUa ANCKOB U dhannos;

e TMpV COBMECTHOI paboTe MposABNAKTCA 3a4€pPXKW B npoueaype Bxoda Mosib30oBaTeNs B CUCTEMY
(Ha 3Tane 3arpy3ku Npodwuas Nonb30BaTeNsa), a TakXe Npu Nepexoaax no KaTanoram Ha CeTeBblX
ANCKax;

e [AN1S yCNewHON YCTaHOBKW KOMMOHEHTOB CETEBOWN 3alUuMTbl Nepefs yCTaHOBKOW KaneHTa Secret Net
Studio pekoMeHAYyeTCs YCTaHOBUTb BCe AOCTYMNHble o6HoBNeHns Kaspersky Endpoint Security.

29. B ceTteBom pexunme yHKLNOHMPOBaHUA knneHTa Secret Net Studio ecrniv Ha KOMNbIOTEPE YCTAaHOBIIEH
komnoHeHT Kaspersky Anti-Hacker, B ero HacTporikax HeobxoomMmMo NMbo OTKMUYUTL NPOBEpPKY Tpaduka
SSL, nnbo BHecTn ncnonHsaembin ann OmsHost.exe B CNMCOK JOBEPEHHbBIX MpOrpaMM 1 co3gaTh npaBu-
na gns noptos 443 n 389.

1.2.2. Mpopayktbl kKoMmnaHum "fJokTtop Beb"

30. Obecne4ymBaetca coBMecTMMOCTb ¢ Dr.Web Enterprise Security Suite cnegytowmx Bepcuin:

e 12;
e 11.5.

31. CoBmecTHasi pabota ¢ npunoxeHusamu "Dr.Web Enterprise Security Suite”, "Dr.Web AHTuBMpYC" U
"Dr.Web Security Space" BO3MOXHa CO CreayrLMMmn orpaHUYeHnsIMun:

e ecnu BkoYveH H6paHaMayap, nepen ycTaHOBKOM kimeHTa Secret Net Studio Heob6xoauMo mnam oT-
Koyt 6paHaMaysp, waM co3gaTb MpaBuia paspelleHus CeTeBbiX coeauHeHuih ansa LDAP-
noptos 50000, 50002, 50003. lNocne yCcTaHOBKMW KAWEHTa AO0MXHbI 6biTb CO34aHbl NpaBuna pas-
peLLUeHNs CEeTEBbIX COeAMHEHUM ansa npoueccoB Snichecksrv (nmopt 21327 1 ykasaHHble LDAP-
nopTbl) U SNHWSrv (nopT 21326). MNpaBuna MOXHO co34aTb HA OCHOBE 3anucelr B CTaTUCTUKE CO-
efnHeHnin bpaHaMayapa. Takxke, eCnm B CTaTUCTMKE COeAUMHEHUM NPUCYTCTBYIOT 3anncy o NonbIT-
Kax CoeAnHeHMs Co CTOpPOHbI npouecca Windows Logon User Interface Host (Ha OC Windows 7),
HeobxoAuMO co3aaTb NMpaBWMIO AN 3TOro nNpolecca M COOTBETCTBYOLWero nopta. MNpu oTcyTcTBUM
paspeluarowmx npaBma MOryT BO3HMKaTb owMbkM n cbom paboTbl CMCTEMbI — HanpuMmep, OWnbKn
cnHxpoHusaumm ¢ b KLU-3MNC nnun 3aBmcaHms npun pa3bnoknpoBKe KOMMbOTEPA WWM NpPU BbIXoae
M3 CRsiLLero pexuma;

e MpuW NOSIBNEHMW 3anpocoB 6paHAMayspa Ha paspelleHMe CEeTeBbIX BbI30OBOB AN 3anyCKaeMblX
noacucrtem knueHTta Secret Net Studio (Npu yCTaHOBKe KIMEHTa Wan Mo3xe B npouecce dyHKUN-
OHMpOBaHUsA) — HeobxoamMMo BbiIGUpaTb BapuaHT paspelleHns paboTbl COOTBETCTBYIOLWNM CYX-
6am no ymonuanuio (6e3 noaTeepxaneHus).

32. TpeBeHTMBHas 3awmrta Dr.Web Enterprise Security Suite ©6nokmpyeT HU3KOYpOBHEBbIE onepauunm c
OVCKOM, B CBSI3U C 4YeM BIOKMPYHOTCSH onepauun BKITHOYEHUSA U OTKMOYEHMS MexaHu3ma 3alimTbl OUCKOB
Secret Net Studio. Ha dyHKUMOHMpOBaHUE MexaHuM3Ma 3aluTbl Ancka pabota NPeBEHTUBHON 3alUUTbl He
BNusieT.

PekomeHpauuu: [Ins BKMOYEHNUS M OTKMIOYEHNS MeXaHW3Ma 3alnTbl auckoB Secret Net Studio npeaBapuTensHO OTKIOUMUTE
MpeeHTuBHYIO 3awwuTy Dr.Web Enterprise Security Suite.

33. [lpu yctaHosneHHoMm DrWeb agent Bepcun 12.0.1 HEBO3MOXHO YCTAHOBUTb KOMMOHEHTLI CETEBOW 3a-
wmthbl Secret Net Studio.

1.3. Apyrue cpeacrtBa 3awmTtbl MHpOpMaUuum

1.3.1. ViPNet Client

34. Ob6ecneunBaetca coBmectTumocTb ¢ MO ViPNet Client Bepcun 4.5.3.65102. NMpn BKITHOYEHHOM KOHTPO-
ne NoTOKOB COBMECTMMOCTb obecneynmBaeTcs He B NONTHOW Mepe.

35. [Onsa koppekTHoro dyHkumoHuposaHus MO ViPNet Client npu paboTe B kOH(pMAEHUMAMNBHbIX CECCUAX
Heo6Xx04MMO BbINOMHUTL CrieayoLne AeACTBUS:

e Ecnuv npunoxeHne knneHTa no4toBon cucrtembl U3 coctasa O ViPNet Client paHee He Mcnonb30-
BaNOCb, BbIMOJIHUTE €ro 3anyck B HeKOHduAeHUManbHON ceccmn u oTnpaBbTe ntboe noytoBoe
coobuieHue.

e B nporpamMmMe HacCTpOWKM MOACUCTEMbI MOSIHOMOYHOIO YMNpaB/ieHUS AOCTYMNOM BbIMOAHUTE cneay-
lowme oencTBms:

e  OTknouMTe perncrpaunto cobbiTuin obpaienms K log-garnam MO ViPNet Client. nsa aToro B
cnucok pasgena "BpyuHyto | O6wune | Ayant" pobaBbTe crneaytowime CTPOKn:
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\infotecs\vipnet client\cryptapi.log
\infotecs\vipnet client\iplircontrol.log
\infotecs\vipnet client\Monitor.log
\infotecs\vipnet client\Monitori.log
\infotecs\vipnet client\rfacnmgr.log
\infotecs\vipnet client\rfmgr.log
\infotecs\vipnet client\rfmgrui.log

e B knuye cucteMHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3panTe napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnu Takoi napaMeTp OTCYTCTBYET) M AO-
6aBbTe B CMMCOK 3HAYEHUW 3TOr0 NapaMmeTpa cneaytowme CTPoKn:

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplir.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\iplirmain.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\mftp.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe::\infotecs\vipnet
client\rf.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\wmail.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\ab.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe::\infotecs\vipnet
client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Cli-
ent\Monitor.exe::\infotecs\vipnet client\monitor.log

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe: :\infotecs\vipnet
client\mftp.ini

Mpumevanue: MpuMepsbl NyTeit NpuBeaeHbl 4ns cnyyast, ecnv MO ycTaHOBMEHO B KaTanor no ymMonyaHuio. HavanbHas YacTb
nytn \Device\HarddiskVolume?2\ yka3bisaeT Ha cuctemHblit auck C:\. MyTb k ucnonHsieMbim dhainnam B JaHHOM dopmate npu-
BOAMTCS B 3anmcsx xypHana Secret Net Studio — B 4ONONHUTENbHbIX ONUCaHUsX coBbITUA kaTeropum "MonHOMOYHOe ynpaBs-
neHve goctynom".

1.3.2. "Kpuntollpo CSP"

36. ObecneunBaeTcsi COBMECTMMOCTb co cnepyowmmm Bepcusamm CK3U "Kpuntollpo CSP":
e 5.0.12000;
o 5.0.11455;
o 4.0.9963;
e 4.0.9944.

37. Tpu coBmecTtHon pabote ¢ 10 "Kpuntollpo" HeobxoamMMo ycTaHaBnNMBaTb ApaniBepbl 1 NPOrpaMmMHoe
obecnedeHne ansa paboTbl NepcoHanbHbIX MaeHTUdUKaTopoB (Hanpumep, eToken unu Rutoken) nocne
yctaHoBku 10O "Kpuntollpo". Ecnu cpeactsa noaaepXku nepcoHanbHbIX uaeHTudurkaTtopoB 6binmn ycra-
HoBMeHbl paHee, nocne yctaHosku MO "Kpuntollpo" nx Hy>KHO NnepeycTaHOBUTb.

1.3.3. InfoWatch

38. ObecneunBaetcs coBmecTMocTb ¢ InfoWatch Device Monitor cnegyrowmx Bepcui:
e 7.0;
e 6.11.

1.3.4. Solar Dozor

39. Obecne4ymBaeTcs coBMecTUMOCTb ¢ Solar Dozor.
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1.4. CucremMbl BUpTyanusauumm

1.4.1. O6uwee

40. MexaHuam 3awuThl "[loBepeHHasa cpefa” u3 coctaBa knmeHTa Secret Net Studio He dyHKUMOHMPYET B
BUPTYyansHOW cpeae.

1.4.2. Citrix

41. Ob6ecneuynBaeTcsi COBMECTUMOCTb co criegyowmmm sepensimu MO Citrix (¢ y4ueToMm ocobeHHOCTEN, U3-
NOXEHHbIX HMXE):

e Citrix XenApp 7 1912 LTSR;

e Citrix XenApp 7.15;

e Citrix XenDesktop 7 1912 LTSR;
e Citrix XenDesktop 7.15;

e Citrix PVD.

42. Tlpu Hanuumm Ha komnbtoTepe MO Citrix (yctaHoBneH areHT VDA n3 coctaBa kOMMoOHeHTOB Citrix)
apaneep-bunbTp YCTPOMCTB cucTtembl Secret Net Studio aBTomaTtnyeckum nepeBoguTCs B PEXUM COBMeE-
CTUMOCTW 41151 KOPPEKTHOWM accoumaumm dusundeckmx n normdeckmx USB-guckoB. NepBoe BKIOUYEHNE 3TOrO
pexuma conpoBoxaaeTcs cpabaTbiBaHMEM (DYHKLMOHANbHOIrO KOHTpONs BO Bpems 3arpy3ku OC ¢ coob-
LieHMeM O HapylleHun KoHdurypauumm cpefpl. Ona npogormkeHus paboTbl HEOBXOAMMO nepesarpy3uTb
komnbloTep. CpabaTbiBaHUe PYHKLMOHANBHOIO KOHTPOMSA NPOUCXOANT OLHOKPATHO, U cnegylowue 3arpys-
KN BbIMOJIHAKTCA WTATHO C ,EI,eIZCTByIOLLI,I/IM pexmmom CoOBMECTUMOCTMN. Takxe B cny4vyae yaaneHua yKadaH-
Horo komnoHeHTa MO Citrix oTknoyaeTca pexum coBmectumocTn B Secret Net Studio, yto aHanormyHo
NPUBOAMUT K OQHOKpaTHOMY cpabaTtbiBaHMO PYHKLNMOHANBHOIO KOHTPOMS Npu crneayoLen 3arpyske.

43. B MO Citrix ncnonb3oBaHne YCTPOMUCTB Ha KOMMbOTEPaX-KNMEHTax MOXeT ObITb peann3oBaHo B ABYX
BapuaHTax: 1) obwiee nepeHanpaeneHne USB-ycTpolicTB (generic USB redirection), npumeHsiemoe B npo-
aykte XenDesktop; u 2) nepeHanpaBneHne Yepe3 BUpTYyasbHble kaHanbl (virtual channels), npumeHsiemoe
B npoayktax XenDesktop n XenApp. MNMpn coBmecTtHon paboTe c¢ MO Citrix B cucteme Secret Net Studio
obecneynBaeTcs NMOSTHOLIEHHBIA KOHTPOSb TOMNbKO ANS YCTPOWCTB, NOAKMOYEHHbIX K BUPTyanbHOMY pabo-
4YeMy CTONly B MEPBOM BapuaHTe — TaK Kak B 9TOM Crly4yae YCTPOWCTBO "nepenogkntoyaeTtcs” K cucteme,
ONS Hero yctaHaBnMBalTCsl COOTBETCTBYIOLLME ApanBepbl U Np. [na yCTpOWCTB, NepeHanpaBnseMbix Ye-
pes3 BMpTyarnbHble KaHanbl, HEOOXOAMMO MCMNONb30BaTh CPEACTBA KOHTPOMS U GIOKMPOBKM B NOMUTUKAX
6esonacHocTy Citrix.

Mpumeyanue: BapuaHT obuero neperanpasnenus USB-yctpoicts Citrix He nofaepxvBaeTcs ANs YCTPONCTB, NOLAKIHOYEHHbIX
k noptam USB 3.0. Kpome TOro, 45 HEKOTOPbIX KAcCoB YCTPOWCTB TaKoi TUM NepeHanpaBneHns OTKAOYEH N0 yMOMnYaHuo. B
BapuaHTe nepeHanpaBneHns Yepes BUPTyanbHble KaHambl HYKHO Y4MTbIBATb, YTO €CIN AMS YCTPOWCTBA HE MPesyCMOTPEHO
CMOMb30BaHNe BUPTYarbHOrO KaHana, cucTeMa BbINONHSET NepeHanpaenexe 3Toro YCTPONCTBa NepBbIM CrocoboM.

PekomeHpaumu: lNpn HeobxoammocTu obecrneumTs KOHTPOMb YCTPOCTB cpeacTeamm Secret Net Studio HacTpoiite napameTpbl
nepeHanpasneHns B nonmtukax Citrix. CeegeHns o nonmTukax cM. http://support.citrix.com/proddocs/topic/xenapp-xendesktop-
76/xad-policies-article.html.  CeegmeHnss 0 KoHcourypupoBaHum — obliero  nepeHanpasneHnss  USB-yctpoiicte  cm.
http://support.citrix.com/article/CTX137939. OcHoBHble NapaMeTpbl, ONpeaenstoLLe NnepeHanpasneHue YCTPOCTB:

e ana USB-ycTpoiicTs:

Client USB device redirection

Client USB device redirection rules

Client USB plug and play device redirection
e NS ApyruX YCTPONCTB:

Client COM port redirection

Client LPT port redirection

Client Drive redirection

44. Ha komnbloTepe nof ynpaeneHnem HecepsepHon Bepcun OC (Windows 7/8.1/10), KOTOpbIN UCNOSb-
3yeTcs ANg npefoctaBneHus BupTyanbHbiX paboumx ctonoB (XenDesktop) vnu npunoxeHun (XenApp),
MO Citrix peannsyeTt ocobbli NOpsaoK paboTbl C ceccusiMm nornb3oBaTtenen Npu cosgaHnn NOLKIHYEHUN.
M3-3a 3TOro BO3MOXHbI CUTYaLMKN 3aLMKNMBaHNS unmn GrOKMPOBKM CECCUIA B CNEeAyLWMX ClyYasx:

e  €C/IN BKJIOYEH PEXUM KOHTPOAS NOTOKOB KOHpMAeHUManbHON nHdbopMauum ¢ napaMeTpoM "cTpo-
M KOHTPOJIb TEPMUHANBbHBIX NOAKOYEHNIA" U BXOA BbIMOJIHAETCS C KOMMNbKOTEPA, HA KOTOPOM He
BKJIIOYEH PEXMM KOHTPOJISt MOTOKOB;

e eCc/n floKanbHO BO306HOBASETCS NpepBaHHas ceccusl Nonb3oBaTens.
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PekomeHpaumm: KoppekTHoe B3aMMOZENCTBIE C MeXaHM3MOM 3almTbl Bxoaa Secret Net Studio obecneunsaetcs, ecnv ans
BMPTYyanu3auun paboumx CTOMOB M NPUMOKEHMIA MCMIONbB3YHTCA KOMMLIOTEPHI NOA YnpaBneHnem cepeepHbix Bepcuii OC.,

45, Bawmta cepsepa npunoxeHun Citrix XenApp obecnevmBaeTcs co CrneayloLmMMmn 0COBeHHOCTAMMU:

e [1na KOppeKkTHOM paboTbl NOACUCTEMbI KOHTPOMS MeyaTn OTKAUYMTE HacTpolky "lsolate Applica-
tion" ans ony6aMKOBaHHbIX MPUIOXEHUN.

e Perucrtpauusa neyatu AOKYMEHTOB M3 OMy6JMKOBaHHbIX MPUIOXKEHUI OCYLLECTBASIETCA Ha cepBepe
NpunoXxeHuii (B TOM YMCie 1 NpU UCMOSIb30BaHUKN NIOKANbHOMO NPUHTEPA Ha KOMMbIOTEPE—KIINEHTE).

e [1na KOppekTHOoli paboTbl C KOHMUAEHUMANbHLIMA AOKYMEHTAMWU OTK/IOUMTE BO3MOXHOCTb MC-
NoJib30BaHMS JIOKaNbHbIX AUCKOB KOMMbOTEPA (KAMEHTA) Ana ony6anMKOBaHHbIX MPUTOXEHWA.

e [lpy WCNOMb30BaHUM MexaHuM3Ma MNOSIHOMOYHOIO YMpas/ieHUs AOCTYNOM B peXuMe KOHTpOons
MOTOKOB C BKJIIOYEHHbIM [AOMONHUTENbHBIM NapaMeTpoM "CTpOrMm KOHTPOSb TEepPMWHaNbHbIX
NOAKIOYEHNIA" [N TEepMUMHANbHOrO BxOo4a B KOHMMAEHUMANbHbIX Ceccusix He cnepyer
MCNO0Ab30BaTb YYETHYIO 3annucb agMuHucTpaTtopa Citrix.

1.4.3. VMware

46. Ob6ecneunBaeTcsl cOBMeCTMMOCTb ¢ cuctemamu VDI Ha 6a3ze VMware Horizon cnegytouimx sepcuin (c
y4eTOM OCOBEHHOCTEN, UBNOXEHHBIX HUXE):

e 82103;
e 7.13.

47. Tpu paboTte c BUpTyarnbHbIMM MalwMHaMu Ha 6a3e VMware BO3MOXHa cuTyauusi, Korga BUpTyarnbHoe
YCTPOWCTBO HE OTNpaBnsdeT yBegomrieHne o6 M3MeHeHuWM CBOero cocTtosiHudA. M3-3a atoro B gepese
YCTPOMCTB MOXeT oTobpaxaTbCs YycTapeBllas WHgopmaumss 0O yCTpoWcTBe, M B XypHane Secret
Net Studio He perncTpupyeTcs COOTBETCTBYHOLLEE COOLITUE.

PekomeHpaumu: [ns uckrioueHns nogobHoro noBeaeH!st B KOHUIypaLMOHHbIiA ¢hailn BUPTYanbHOW MaluHbl JobaBbTe na-
pameTp usb.EnablePnpMgr = "TRUE".
1.4.4. Microsoft

48. ObGecneyvBaeTCss COBMECTMMOCTb C NOBbIMM LUITATHLIMW CUCTEMaMU TEPMUHANBLHOro A0CTyna B paM-
kax nogaepxunsaembix OC.

Mpumevanue: Cnincok nogaepxueaembix OC npuseaeH B gokymeHTe "CpeacTso 3awmTbl MHGopmaum Secret Net Studio. Py-
KOBOACTBO afMUHUCTpaTOpa. YCTaHOBKa, YNpaBreHue, MOHUTOPUHT W ayauT" (cM. pasgen "TpeboBaHus kK annapaTtHOMY 1 npo-
rpaMmmHoMy obecneyeHnto").

49. Ob6ecneuynBaeTcsi COBMECTUMOCTb C CUCTEMaMK BUpPTyanu3aumm Ha 6ase crniegytowwmx OC:

e Windows Server 2019;
e Windows Server 2016;
e Windows Server 2012/2012 R2.

1.5. OdomcHbIe NnpunoXxeHus

1.5.1. Microsoft Office

50. ObGecneunBaeTcsi COBMECTUMOCTb CO criegytowwmmm Bepcuammn Microsoft Office Word, Excel (c yueTom
0COOEHHOCTEN, UBNOXEHHBIX HXE):

e 2019;
e 2016;
e 2013.

51. Ecnun npoucxoadat owmnbku npu 3arpyske nnarmHoB Secret Net Studio B npunoxenuns Microsoft Office,
3TU NPUNOXEHNS MOTYT OTKMIOYUTL aBTOMaTMYECKYHO 3arpysky nnarmHoB. OTO NpuBeAeT K HEBO3MOXHOCTU
KOpPPEKTHOW nepefayun napameTpoB neyaTn JOKYMEHTOB B NOACUCTEMY KOHTpPONs neyatu. B yactHocTh, He
OyaeT yunTbiBaTbCH 3aJaHHOE KONMMYECTBO KOMUW pacneyaTbiBaeMblX AOKYMEHTOB M MOTYT HenpaBuIibHO
obpabaTbiBaTbCA NapameTpbl NeyaTn HECKONbKUX CTpaHuL, Ha nucte. Kpome Toro, B XpaHunuiie TEHEBOro
KonupoBaHusa BygeT CoXpaHATbCA He BeCb JOKYMEHT, a TONbKO Ta ero yacTb, KoTopasi Obina oTnpaBneHa
Ha nevaTb.

PekomeHaaumm: [ins peleHnsi npoGnembl BbINOMHUTE CrieayoLLme AeiiCTBUS C napaMeTpamMy CUCTEMHOTO PeecTpa:
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e yparute napametp (napameTpbl) HKCU\Software\Microsoft\Office\<Ver>\<App>\Resiliency\Disabledltems, roe <Ver> —
Bepcus MSOffice (15 — 2013, 16 — 2016, 2019), a <App> — npunoxerue Office (Word, Excel);

e BOCCTAHOBMTE 3HayeHne 3 ana napametpa LoadBehavior (vn  REG_DWORD) B kriove  (kovax)
HKLM\Software\Microsoft\Office\<App>\Addins\<Plug-in> (ecru yctaHoBneHa 32-paspsgHas Bepcust Office B 64-
paspsgHon OC — ko HKLM\Software\Wow6432Node\Microsoft\Office\<App>\Addins\<Plug-in>), rae <App>— npuno-
xenne Office (Word, Excel), a <Plug-in>— wnmsa nnaruHa, cooteetcTBytowlero npunoxeHunto Office (SnMsoWord-
Agent.Addin unn SnMsoExcelAgent.Addin).

52. Ecnwn naket Microsoft Office yctaHoBneH 6e3 nogaepxkm VBA (Visual Basic for Application), npuno-
xeHus Office PyHKUMOHMPYIOT CO cneaywmmMm 0CO6eHHOCTSAMM:

e MpV BK/KOYEHHOM pEXWME KOHTPOMSA MnedvaTu AN OTKPbIBAEMbIX [OKYMEHTOB MOryT BblBOAWUTLCS
npeaynpexaeHus o6 oTCyTCTBUM NOAAEPXKKN MaKpOCOB U 3/1IEMEHTOB YMpaB/ieHus;

e CO34aHMe u pepakTupoBaHue darina wabnoHa Normal.dot/Normal.dotm Heob6xoaMMO BbIMONHATL
Nnpu OTK/IIOYEHHOM pEeXMME KOHTPOIS neyaTu.

53. B npunoxeHusx Microsoft Office Bepcun 2013 n Bbile Npy BKIIOYEHHOM pEXMME MapKUPOBKM C pac-
LUMpeHHoN 06paboTKon UrHOPUPYIOTCA NapaMeTpbl nedyaty ABYX unu 6onee cTpaHuL Ha NUCTe, 3afaHHble
B MPUNOXeHumn (13-3a ocobeHHOCTeN peannsaLmm nevaT B 3TUX NPUNOXKEHUNAX).

PekomeHpaumu: |-|pVI HeobX04MMOCTH NeYaTi HECKOMbKNX CTpaHuy Ha nucre MCI'IOJ'Ib3yl7ITe napameTpbl B guanore HaCTpOVIKM
neyaT anda npuHTepa.

54. Tpwn nepexoge ¢ Microsoft Office npegpigywnx Bepcuii Ha Bepcuto Microsoft Office 2013 BoamoxxHa
HEeKOppeKTHas perucTpaumsi CUCTEMHOro MHTepdenca, KOTopbld UCNONb3yeTcs Ans paboTbl NOACUCTEMBI
KOHTpOnsa neyaTtn. B pesynbtaTe 3TOro, Npu BKMOYEHHOM peXnme MapKUpPOBKW C paclumMpeHHon obpaboT-
KoW, B HekoTopbIx npunoxeHuax Microsoft Office 2013 (Hanpumep, Microsoft Excel) moxeT 6nokupoBatbcs
neyaTb JOKYMEHTOB — MOCIe OTNPaBKW Ha fnevyaTb NOBTOPHO BbIBOAUTCHA AMarnor HacTporKKU, HO caM LOKY-
MEHT He pacneyaTbiBaeTcs.

PekomeHpaumu: [Ins BOCCTAHOBNEHUS BOSMOXHOCTY neyaTty 0TKp0I;1Te OKHO KOMaHZHow CTPOKM, BbIMOSHMB 3anyCK OT UMEHU
agMUHUCTpaTopa, U BBegnTe KOMaHab!:

o ansa 32-paspsgHoii OC:
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
e ans 64-paspsgHoi OC:
c:\windows\syswow64\regsrv32.exe c:\windows\syswow64\oleacc.dll
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll

55. B HekoTopbIx npunoxeHuax (Hanpumep, Microsoft PowerPoint 2013) npu BKMOYEHHOM pexume Map-
KMPOBKM (CTaHZapTHasi Unu paclumpeHHasi obpaboTka) nnm pexume TEHEBOrO KOMMPOBAHUSA LOKYMEHTOB
Npy NevyaTn MOXET HE y4MTbIBaTbCA KONMMYECTBO KOMWWA, 3adaHHOE B Quarnore HaCcTPOWKU nevaTu B Npuo-
XeHun. B Takmx cny4vasx BbINOMHAETCS NneYaTb OOHOro 3K3eMnnsipa 4OKyMeHTa.

56. Ecnun B gokymeHTe Microsoft Excel Ans nucToB ykasaHbl pa3nuyHblie 3Ha4YeHnss napameTtpa "KayecTBo
neyatn" (Hanpumep, ons Tabnuubl JInct1 ykaszaHo 3HadeHne "600 Touyek Ha Atonm", a ans Tabnuubl
JInct2 — "1200 Touek Ha aronm"), Npy OTNpaBke 3TUX NIMCTOB Ha NeYyaTb MOryT CO3AaBaTbCs HECKOMbKO 3a-
AaHun nevatu. MNogpobHble cBegeHus o6 atom cm. http://support.microsoft.com/kb/168563. MNpn BKkMOYEH-
HOM pexume MapKMpoBKWM (CTaHOapTHas WnM pacwmpeHHas obpaboTka) nogcucTema KOHTPOMs nevyatu
obpabaTbiBaeT nNornyyeHHble 3agaHns nevyaTn AOKYMEHTa MO OTAENbHOCTU, B pe3ynbTate 4yero AonofHu-
TENbHO MOTYT NPOSIBNATLCA crneayoLme ocCo6eHHOCTH:

e ananor Ana BeBOAA 3Ha4yeHWI B HacTpauBaeMble MO/ MapkKepa BbIBOAUTCS HECKOJSIbKO pa3 — Mo
KONN4YeCTBY 3ajaHuin NeyaTu;

e pacrneyaTbiBaeTCs HECKOJIbKO CTpaHuML C MapKUpPOBKOW Ha 06paTHOI CTOpOHE JINCTA;
e B XypHane Secret Net Studio perMcTpupyercs HeCKONbKO rpynn cobbITUIA NevyaTu.

PexomeHpaumu: Ykaxute s JOKYMEHTa OfMHAKOBble 3Ha4yeHUs napameTpa "KayecTBo nevatn” (cBeLeHus o cnocobax us-
MeHeHs 3HaueHui eM. http://support.microsoft.com/kb/168563).

57. B npunoxenun Microsoft Excel npy neyatn OOKyMEHTa MOXET HECKOSNbKO pa3 BbIBOAWUTLCSA Ouanor
ONS BBOAA 3HAYeHUW B HacTpavBaeMmble nons mapkepa. [laHHas ocobeHHOCTb NposiBAseTCd npu cregyto-
LLNX YCMNOBUSIX:

e  BKJIIOYEH PEXMM MApPKUPOBKU CO CTaHAApTHOM 06paboTkoii;
e Me4yaTb BbIMOJHAETCS Ha NMPUHTEP C aKTUBHOW (PyHKLUMEN ABYCTOPOHHEN neyaTu;
e B NpWIOXeHUU BblibpaH pexunm "HaneuaTtaTb BClO KHUry" (Print Entire Workbook).

PekomeHaaumm: YkasbiBaiiTe OAMHAKOBble 3HAYeHWs B HacTpauBaeMblX MONAX Mapkepa B NOSBNAIOWWXCA Avanorax uiu
BKITIOYMTE PaCLLMPEHHYt0 06paBoTKy ANs pexuma MapKUpOBKM.
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58. Tpn BKMOYEHHOM pEXMME MapPKMPOBKM C paclUMpeHHO obpaboTkon kaTeropmsi KoHUOEHLNanbHo-
CTK pacnedaTbiBaemMoro JOKyMeHTa onpegensdeTtcs cregyowmm obpasom:

e eCcnu AOKYMEHT 3arpyxeH u3 daina B npunoxeHue Microsoft Word unu Excel n He 6bin1 Mmoandu-
LMpOBaH nepes nevaTblo — KaTeropus KOHMUAEHUMANbHOCTM MpW nevaTtu onpeaensiercs no kKa-
Teropumn darina;

e BO BCEX OCTalibHbIX Cly4YasaX KaTeropms KOH@UAEHUManbHOCTM AOKYMEHTa Npu ne4yaTu onpeaens-
€TCA MO YPOBHK Mpouecca, M3 KOTOPOro OCyLecTBAseTCca nedyaTb (Npu OTK/IOYEHHOM pexume
KOHTPONS TMOTOKOB — MpoOLEeccy MpuUCBauBaeTcsd YpOBeHb KOH(PWAEHUMANbHOCTWU, PaBHbIN
HauBbICLIEN KaTeropmum KOHMOUAEHUNANBHOCTN OTKPbIBABLUMXCSA (DaliioB, NpU BKIKOYEHHOM pexu-
Me KOHTPO/S MOTOKOB — MPOLECCY NPUCBaMBaETCs YPOBEHb KOH(UAEHUNANBHOCTU CECCUM).

59. B npunoxeHusax Microsoft Office nsmeHeHnss JOKyMeHTa COXpaHAKTCA He B UCXOA4HOM chaine aToro
OOKYMeHTa, a B HOBOM dhawne ¢ TeM xe nMmeHeM. 1o aTon npuymHe B YCrNOBUAX AUCKPELIMOHHOIO W/unu
NMONMHOMOYHOIO pas3rpaHNYeHnsa JOCTyna pekoMeHayeTCs yCTaHaBNMBaTh HyXXHble NpaBa 4OCTyna U KaTero-
pun KOHPUAEHUMANbLHOCTN HEe HENOCPEACTBEHHO Ha caM dhaiin, a UCNonb3oBaTb MEXaHU3M HacrneaoBaHUs
ONS KaTtanoros, B KOTOPbIX coaepXaTcsa AaHHble dannbl. Ecnu xe atpnbyTel 6€30nacHOCTM 3afaHbl Hemno-
CpeACTBEHHO NS daina, BO3MOXHbI crieayloLLne nposiBNeHns:

. C6paCbIBaPOTCﬂ ABHO 3aJaHHble ANCKPELUMNOHHbIE NMpaBa AO0CTyMNa Npu COXpaHEHUU anﬁna;
. C6paCbIBaeTCﬂ NN N3MEHAETCA KaTeropusa KOHd)VID,eHLWIaJ'IbHOCTVI AOKYMEHTa Npn €ro CoOXpaHeHunn;

e 6roKMpyeTca OoTKpbITME dalina C 3afaHHbIMU KaTeropusMuM KoHMUAEHUMANbHOCTU U3 CETEBOro
pecypca.

60. YTobbl obecneunTb KOppekTHy0 paboTy npunoxeHus Microsoft Word B pexrmMe KOHTPOMsi NOTOKOB,
OCYLLIeCTBNAETCA NepeHanpasneHme BbiBoAa Ans CTaHAApPTHbIX KaTanoroB XpaHeHus WwabnoHoB nporpam-
Mbl. CrieiCTBMEM 3TOro SIBNSIETCA HE3aBUCUMOCTb CAenaHHbIX U3mMeHeHui wabnoHoB MS Word B ceccusix
C pasnU4YHbIMWN YPOBHSIMU KOH(PMAEHUNANbHOCTM — TaK Kak UCMOMb3yTCHA pasHble Katanory ansd xpaHe-
HWUsi bannoB WabnoHOB. TUpaxMpoBaHNe N3MEHEHWI B LIAONOHe MOXHO BbIMOMHUTL Creaylowmm obpa-
30M: OTKITIOYMTE PEXMM KOHTPOIS NOTOKOB M B pedaktope Word BbINOMHUTE HYXHblE N3MEHEHMS LabrioHa.
3aTtem BovauTe B CUCTEMY C NpaBaMun agMUHMUCTpaTOpa, KOTOPOMY Ha3Ha4YeH HauBbICLUWNIA YPOBEHb AOMYyC-
Ka K KOHMAeHUumnaneHoOW MHopMauumn 1 npegocTaBneHa NpuBUIEris Ha ynpaBrneHme KaTeropusmm KoH-
dwmgeHumansHocTU. 3arpyante nporpaMmmy HacTPOWKU MOACUCTEMbI MOMHOMOYHOMO YNpaBfeHnst 4OCTYNOM
W 3anycTuTe NpoLecc HACTPoWkM napameTpoB npunoxeHus Microsoft Office (gna aToro mMoxHO BbIOpaThb
pasgen "BpydHyto | Mporpammel | Microsoft Office” n HaxaTtb kHonky "HacTtpouTs"). o okoH4aHuKM npouec-
Ca HaCTPOMKN BKITHOUYNTE PEXMUM KOHTPONSA MNOTOKOB.

61. Ecnwu npunoxeHusa Microsoft Office Bepcun 2013 6ygyT ncnonb3oBaTbCs B PEXMME KOHTPONSA NOTOKOB,
nepen BKIIOYEHNEM pEXMMa PEKOMEHOYETCH BbINONMHUTL OYUCTKY KaLLAa paHee 3arpyXeHHbIX JOKYMEHTOB U
OTKMIOYNTb K3LLMpOBaHue (N8 BPEMEHHbIX Konuin hannos YCTaHOBUTL PEXUM yAaneHUs Nocne 3aKkpbiTus)
Uy orpaHnyYnTb Bpems XpaHeHus annos B kale. [na ynpaBneHns napaMmeTpamm Kalla JOKYMEHTOB MUC-
nonb3yeTtcst KOMNOHeHT "LleHTp oTnpasku Office 2013". 3anyck A4aHHOrO KOMMOHEHTa HeobxoAMMo BbINO-
HWUTb KaKk MMHUMYM OAMH pa3 Ans aBTOMaTW4ecKoro Co3faHus katanora kawa. [ocne atoro moxeT ObiTb
BbIMOSIHEHA HACTpOWKa nepeHanpasneHns BblBoAa hannios ¢ NOMOLLIO NPorpamMMbl HACTPOWMKN NOACUCTE-
Mbl MOSTHOMOYHOTO YNpaBreHns OCTYNOM.

1.5.2. OpenOffice

62. ObecneuymBaeTca COBMECTMMOCTb € npunoxeHnem OpenOffice sepcun 4.1.9.

63. [Onsa pabotbl ¢ npunoxeHnem OpenOffice B koOHUAEHUMANbHbLIX CECCUSIX PEKOMEHAYETCS B Nporpam-
M€e HaCTPOWKWM AN pexuma KOHTPOMs NOTOKOB BbIMNOMHUTL HACTPOWKY napamMeTpoB paboTbl 3TOro Npuro-
XeHus. [MpoLlecc HaCTPOMKM MOXHO 3anyCTUTb HEMOCPEACTBEHHO AN npunoxeHus (pasgen "BpyuHyto |
Mporpammebl | Openoffice.org") nnu BKNIOYNUTL PEXMM aBTOMATUYECKON HAaCTPOMKU NPUITOXKEHUS B pa3gene
"Bpy4ynyto | Mporpammbl” n 3ateM nNnbo BbIMNOMHUTL HACTPOWKY CUCTEMbI C TEKYLLMMU NapamMeTpamu (pas-
aen "ABTomartuyecku"), nMbo HacTpouTb Npodunu nonb3oBatenen (pasgen "BpyyHyto | MNonb3osaTtenu").
Ecnu HacTpovika npunoXeHust He BbIMOMHAMNACh, BO BpeMs paboTbl B KOH(pMAEHUMANbHbBIX CECCUAX Mpu
NonbITKE COXPaAHEHUSI U3MEHEHMI MOTYT YOANATbCA HEKOHPMAEHUNanbHble dansnbl, pacnofioXeHHbIE B He-
KOHMAEeHUManbHbIX KaTanorax.

1.5.3. LibreOffice

64. OGecne4rBaeTca COBMECTMMOCTb co naketom LibreOffice Bepcun 7.1.1.



Secret Net Studio — C. CoBMeCTMMOCTb C APYrMMU NpOorpamMMHbLIMU cpeacTBaMu

1.6. Mpoayxrbl komnaHnum Adobe Systems

1.6.1. Adobe Reader

65. OGecne4yrBaeTca COBMECTUMOCTb C PYCCKMMW U aHIMUACKMMK Bepcusmn npunoxenns Adobe Acrobat
Reader DC (15.0) c y4eToM 0COBEHHOCTEWN, U3NOXKEHHbIX HUXE.

66. Ecnu B npunoxeHun Adobe Reader aencTByeT 3alumLLeHHbIA pexnm npu 3anycke (Protected Mode at
startup), NposABNSAOTCS crieaytoLmne oCobeHHOCTH:

. HEBO3MOXHO BbIMOJIHUTb KOMMpOBaHWe MHd)OpMaLI,MM 13 n3onupoBaHHOro npouecca Adobe Reader
B 3TOT >XX€ npouecc,

e MpM BKJOYEHHOM PEXMME KOHTPOJIS MOTOKOB MepBbIi 3anyck npuioxeHuns Adobe Reader HyXHO
BbINO/IHUTb B HEKOHMbUAEHLMANbHOM ceccuun. MiHaue npu paboTe B KOHMbUAEHLMANbHBIX CECCUAX
MOrYT BO3HMKATb C60M Npu NeyaTn AOKYMEHTOB.

PexoMeHaaumm: 3alMILEHHBIN PEXUM MOXHO OTKIHOYUTB B JWNarNoroBoM OKHE HACTPOMKK CBOMCTB NpuUnoxeHus. [1ns Bbi3oBa
[VarnoroBoro OKHa UCMOMb3yiTe COOTBETCTBYHLLYIO KOMAHAY MEHI0 B 3aBUCUMOCTW OT BEPCUW 1 NOKaIM3aLmu NPUIOXeHNs
(Hanpumep, "PenaktupoBanue | YctaHosku" unn "Edit | Preferences”). B guanoroBom okHe nepeiauTte k pasgeny, B KOTOPOM
npeacTasneH napameTp "BknioumnTb saluLLeHHbIA pexum npu anycke” (“Enable Protected Mode at startup”) n ynanure otmer-
Ky 13 3TOr0 nonsi. YkasaHHbIi napameTp MOXET ObITb NPeCTaBNeH, B 3aBUCUMOCTW OT BEPCUM W JTOKANN3aLMKU NPUOXEHNS, B
pasgene "3awmTa (noBbIWeHHBIA ypoBeHb)" (“Security (Enhanced)") unm "OcHoBHele" ("General”). Mocne oTknoueHNs pexuMa
nepesanycTuTe NpUnoxeHue.

67. B npunoxeHun Adobe Reader npu pabote B kKOHUAEHUNANLHON CECCUN He criefyeT BHOCUTbL U3Me-
HEHWs1 B OTKPbITbI HEKOHUAEHUNANbHbLIN ans, KOTOPbIA PacnonoXeH B HEKOHMAeHLManbHOM KaTarno-
re. NHa4ye npu nonbITke COXpaHEeHWs U3MeHeHun cparn OyaeT yaaneH B UCXOOHOM pasMeLleHun wu
nepemeLLieH BO BPEMEHHbIN KaTanor (Mpu 3TOM B XXypHane 6yayT coxpaHeHbl cBeeHUsa 06 3ToM cobbITun).
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2. OcobeHHOoCTM paboTbl ¢ apyrum NO

2.1. "KontuHeHT-AIl"

68. [Mpu coBmecTHOM dpyHKUMOHMpoBaHUN ¢ CK3U "KoHTuHeHT-Al" Bepcun 3.7.5 B XypHane npunoxeHumn
Windows moryT peructpupoBaTtbcs cobbiTus "3anpolueHHasa Bepcus siapa He nogaepxmsaeTca”. 3Tu co-
ObITUA He OKa3blBAKOT HUKAKOro BNUSHMSA Ha paboTocnocobHOCTL 06oMX NPoAykToB. [ns nogasneHus ux
pernctpaumm B kntoye cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnCCO cospganTte
(ecnu oH otcytcTByeT) napametp NoReportError (Tun REG_DWORD) 1 npucBonTe emy 3Ha4yeHue, OTnmny-
HO€E OT Hyns.

2.2. ViPNet CSP

69. Ecnu Ha komnbtoTepe yctaHosreHo 10 "ViPNet CSP" u "Kpuntollpo CSP", pexum COBMECTUMOCTU C
Microsoft CryptoAPI gomkeH OblTb BKITHOUYEH TOSIBKO B OOHOM M3 3TUX NPoAyKToB. MHave mMoryT nepuognye-
CKU BO3HMKaTb cbon paboTbl cuctembl. CBEAEHUS O HACTPOMKE COBMECTHOW paboTbl MPOAYKTOB CM. B AO-
KymeHTauun Ha T[1O "ViPNet CSP". Tlpm ycTtaHoBke knueHta Secret Net Studio aBToMaTtuyecku
npoeepsietca Hanuume MO "ViPNet CSP" n "Kpuntollpo CSP", n B cnyyae obGHapyXeHuUsi HeCcTabunbHOM
KOHMrypauum yctaHoBKa NpepbiBaeTcs C Bblgavyeln COOTBETCTBYOLWEro coobuwenus. Ecnn ykasanHoe O
yCTaHaBNMBaETCsl MOCMe YCTAHOBKWM KIMEHTa, pPeKOMeHOyeTCcsl cHadana ycTaHoBuTb npogykt "ViPNet
CSP", 3atem "Kpuntollpo CSP" n nocne aToro HaCTpoUTb UX COBMECTHYIO paboTy.

2.3. Symantec AntiVirus

70. [Mpu coBmecTHom paboTte ¢ MO Symantec AntiVirus Bepcun 10.0 MoryT permctpmpoBaTbCa HapyLLeHUs
LLerIoCTHOCTM U3-3a TOro, YTO AaHHOE NPUNOXEHNE B KaXOOM ceaHce perncrpupyet u yaandeTt cobCcTBeH-
HYl0 cnyx0y B peecTpe.

PexomeHpaumun: [lpu HeobxoaumocT uCnonb3oBaHust Symantec AntiVirus CHUMWTE C  KOHTPONSt BETBM peecTpa
HKLM\System\CurrentControlSet\Services\EraserUtilDrv10500 n HKLM\System\CurrentControlSet\Services.

2.4. Bbpay3epbl

71. MexaHnsm koHTponsa ckpuntoB C3U Secret Net Studio KOHTpPONUPYET BbIMNOMHEHME CLiEHapUeB, CO-
3[aHHbIX MO TexHomnorum Active Scripts. Ecnu npunoxeHne ucnonb3yeT APYryro TEXHOMOrni obpaboTku
cueHapues (Hanpumep, 6paysep Mozilla Firefox), B 3ToM npunoxeHun nepexsaT CLUeHapueB He OCYLLeCTB-
nsieTcs.

72. WN3-3a ocobeHHOCTeW (hOpMMPOBaHWUSE U 3arpy3ky CLEHapueB Ha MHOMMX MONynsipHbIX WMHTEPHEeT-
pecypcax NpoMCXoAuUT aBToMaTudeckas Moandukaums ogHUX U TeX e CLeHapueB Npu obpalleHusix K pa-
Hee 3arpy)XeHHbIM cTpaHuuaM. OTO MPMBOAUT K HEBO3MOXHOCTM MOSTHOLLEHHOrO KOHTPOMS WCMOMHEHWS
cueHapueB (ckpunToB) B Bpay3epe — MOCKOMbKy OOHOBMSieMble CLEHapuM Npu 3arpy3ke CTpaHuL, BOCNpu-
HUMAIOTCS KaK HEU3BECTHbIE, U CUCTEMA PETMCTPUPYET COOTBETCTBYIOLME COObLITUS B XXypHare.

Pexomenpaumm: Ecniv Bpaysep (Hanpumep, Internet Explorer) ncnonb3ayeTcs ans 3arpyski M NpocMOTPa CTPaHuL, 13 MHTEPHe-
Ta, BKIIOYUTE ANS UCNONHAEMOro hailna 3Toro nNpoLecca YHKLMK UCKMIOYEHNUS KOHTPOMS CKpUNTOB. [1ns 9TOro 0TMEThTE Ao-
MOMNHWTENbHBIN NapaMeTp "PaspelleHo BhINONHATL Mtobble ckpunTbl' B Ananore "KOHTPOmb nporpaMM W AaHHbIX" HACTPOKM
napameTpoB pecypca.

2.5. Microsoft Access

73. [pu BKNIOYEHHOM MeXaHU3Me 3aTUpaHUs AaHHbIX MOXET MPOU3ONTU YHUUTOXEHUE COOEPXKUMOro
dannos 6a3 gaHHbIX Microsoft Access, ecnv B napameTpax ACCesS BKIOYEH pexuM "CknmaTb Npu 3akpbl-
TMK". 3TO NPONCXOAUT U3-3a 0OCOBEHHOCTUN MpoLeaypbl cxatust annos B nporpamme Microsoft Access —
npuv cxaTuy NnporpaMMa ygansieT CyLecTBYLWMN hann n 3aMeHSAET ero cxxaTbIM.

2.6. Docker

74. Secret Net Studio 6nokupyet paboty MO Docker BO nM3bexaHUe CHMXEHUSI YPOBHS 3aLLMLLEHHOCTU
CUCTEMBbI.
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2.7. Windows Sandbox

75. Secret Net Studio 6nokupyet paboty MO Windows Sandbox BO nsbexaHne CHUXEHUS YPOBHS 3aLln-
LLIEHHOCTW CMCTEMBI.

2.8. HP Client Security

76. W3-3a ocobeHHocTen peanusauumm N0 HP Client Security (mpegyctaHaBnMBaeTCs Ha HEKOTOPbLIX MO-
[ensx koMmnbioTepoB koMmnaHun HP), nocne yctaHoBkn C3U Secret Net Studio HEBO3MOXXHO MCNonb3oBaTb
BuomMeTprYECKyt0 aBTOPM3aLMIO C UCMONb30BaHNEM OTNEYaTKOB NasnbLUeB B ykasaHHoM [10.

2.9. PDF24 Creator

77. TMpwn ucnonb3oBaHum MO PDF24 Creator Bepcuun 7 1 Bbille MOryT BO3HUKATb OLLIMOKM BO BpeMsi npe-
obpasoBaHusa JoKymeHTOB B dhopmat PDF, cBA3aHHble C HEBO3MOXHOCTbIO ObpalleHns K BUpPTyanbHOMY
NPUHTEPY NPUTNOXEHUS.

PekomeHpaaumm: Mpu BO3HUKHOBEHWM OLLMGOK YkaxuTe npuHTep PDF24 PDF B kayecTBe NpuHTEpa No YMOMYaHuio (Ha Bpems
npeobpa3oBaHnst BOKYMEHTa).

000 "KOA BE3OINACHOCTH"

MouToBbIN agpec: | 115127, MockBa, a/a 66
TenedoH: | (495) 982-30-20
E-mail: | info@securitycode.ru
Web: | https://lwww.securitycode.ru
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